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Communicating electronically and the Internet

Communication between children and adults, by whatever method, should always take place within clear and explicit boundaries.  This includes the wider use of technology such as mobile phones, text messaging, emails, digital cameras, videos, web-cams, websites and blogs.

The risks presented by developments in modern technology are becoming increasingly recognised.  Adults who seek to harm children have been known to use text messaging and Internet chat rooms to “groom” children.  This area is now specifically addressed by the Sexual Offences Act 2003.

Mobile phones

Short Message Service (SMS) messaging is a quick and easy way to communicate with others and is a popular and often preferred means of communication with young people.  It is necessary to be aware that intimidating, bullying, or even abusive messages can be discreetly sent by text.  Information sent in this way, even where well meaning, could be misinterpreted.

Adult leaders must consider whether it is necessary and appropriate to hold the mobile phone numbers of children.  The general principle is that all communications with young people should be open, transparent and appropriate to the nature of the relationship.  In the first instance contact should always be made at the phone number the parent has provided on the child’s behalf.  Good practice would include agreeing with young people and

parents what kind of information will be communicated directly to young people by text message.  This information should only be “need to know” information such as the last minute cancellation of a meeting/activity or a change of venue.  Remember that text messaging is rarely an appropriate response to a child or young person in a crisis situation or at risk of harm.  It should only be used as a last resort when other forms of communication are not possible.

The following good practice is also required:

· The mobile phone numbers and email addresses of young people will be carefully stored (in accordance with data protection principles) and access will only be provided to those who need access for a legitimate reason

· Adult leaders must never engage in personal or sensitive communications with children via text messages, email or other Internet or web based communication channels.

Camera phones

There have already been a number of cases where young people have been placed at risk as a result of the ability to discreetly record and transit images through mobile phones.  The use of mobile phones in this way can be very difficult to monitor.  The procedure for the use of photographs, film and video should be observed in relation to the use of mobile phones as cameras/videos.  Particular care is required in areas where personal privacy is important e.g. toilet and sleeping quarters.  No photographs or video footage should ever be permitted in such areas of personal privacy.

All concerns about the inappropriate use of mobile phones should be dealt with in line with the procedures for responding to concerns about child abuse in this document.  This may include the concerns being reported to the Police.

Use of shared computers

Ensure that all shared computers have a different password for all users so that they cannot be accessed secretly.
Internet guidelines for children and young people

· Be Net smart
· Never tell anyone you meet on the Internet your home address, your telephone number, or your school's name unless your parent or carer specifically gives you permission

· Never send anyone your picture, credit card, bank details, or anything else without first checking with your parent or carer

· Never give your password to anyone, even a best friend

· Never arrange to meet anyone in person without first agreeing it with your parent or carer, and get them to come along to the first meeting, which should always be in a public place

· Never hang around in a chat room or in a conference if someone says or writes something which makes you feel uncomfortable or worried, and always report it to your parent or carer

· Never respond to nasty, suggestive, or rude emails or postings in Usenet Groups

· If you see something you do not like (e.g. bad language or distasteful pictures) then move on or click ‘back’.  If you are still concerned talk to your parent or carer

· Always remember if someone makes you an offer which seems too good to be true, it probably is.

These latter guidelines for children and young people are adapted from the NCH paper 'Children on the Net: Opportunities and Hazards' (1998).  NCH remains one of the most useful sources for the latest information on Internet safety for children and young people.

Online Safety Commandments 

· Remember, people may not be who, or how old they say they are

· Never disclose identifying details

· Only MSN with people already known in the real world

· Never reply to cyber-bullying, block the sender, save the evidence, and tell a trusted adult

· Do not spend time on websites that make you feel bad about yourself

· Set social networking profiles to “private” and be careful who is added as a “friend”

· Set Internet security settings as high possible

· Never do anything online that could jeopardise your education or your career, or lead to a criminal record

· Think of yourself as a role model, what might happen if a much younger child saw your on-line profile 

· Never respond to spam emails, dubious competitions or chain letters

· Do not spend too much time online, have “real-world” friends and interests too

· Pray regularly that God will bless and protect your time on line

From Nicola David ‘World of danger behind the bedroom door’ Church Times 22 February 2008.  Nicola David is the author of Staying Safe Online, Grove Books 2007.

